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Cyber-attacks are continuously evolving to a great extent faster than cyber defences. 
The result is an ever-increasing frequency of attacks and the probability of success 
over time. To ensure employees are able to avoid or counter information security 
attacks directed at them and the organisation, it is necessary to carry out continuous 
security awareness and training, and, ensure this training is relevant to employees.  
 
Existing tools to assess information security skills among employees generally require 
the expertise of technical persons and are often not well tailored to an organisations’ 
specific needs. This study aims at developing a prototype which organisations can use 
to create information security skills assessments for their employees. Employees can 
then log in to the prototype at their convenient time and take the assessment. At the 
end of the assessment, each employee receives a percentage mark of their 
performance. Based on this percentage the employee is ranked as either beginner, 
intermediate or advanced and is also given a list of their weak areas based on questions 
they got wrong. The weak areas can be used to identify gaps and this information used 
to customise security awareness and training programs to meet employees’ needs.  
 
The research study adopted agile development methodology to design and develop a 
prototype to address identified gaps. The prototype was tested and validated to ensure 
it meets the intended goals and recorded impressive results.  
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Chapter 1: Introduction 
1.1 Background 
Firms are facing numerous cyber threats and attacks (McCarthy, 2003). One of the 
reasons for this is that attackers are aware employees have access to sensitive information 
but are ignorant of information security (Whitman, 2003). They do not seem to 
understand the risks inherent in using the Internet (SecureWorks, 2012). They lack 
awareness and understanding of the value of information they hold and risks of exposing 
it to the wrong persons. Hence physical preventative measures such as antivirus software 
and firewalls are proving to solve only part of the problem as the employees using them 
lack adequate information security knowledge. This exposes organisations to risks 
(Gundu, T., 2013).  
 
Physical and technical controls alone cannot solve the security problem (SANS, 2016). 
Taking the time to conduct security awareness and training to educate employees on 
acceptable and unacceptable behaviour is the next most effective way of reducing risk of 
information security breach (SecureWorks, 2012). It serves to keep information security 
at the forefront of employees’ minds ensuring they realise its importance. It also prevents 
falling into attacks such as social engineering, phishing, malware installation and the like. 
 
Close examination of organisations reveals that three main challenges exist that make it 
difficult to conduct effective information security awareness and training. A number of 
researchers and surveys (Hansche, 2001; Casmir & Yngstrom, 2005; Okenyi and Owens, 
2007; Maeyer, 2007; CSI, 2008 & 2009; ENISA, 2008) identify the first challenge as lack 
of top management support and the second challenge as limited budgets.  A third 
challenge which few researchers have addressed however is the lack of proper tools to 
analyse employees’ information security skills so that gaps can be identified and this 
information used to customise awareness and training programs to address those gaps. 
Talib (2014) observes that current information security awareness strategies are arguably 
lacking in their ability to provide a robust and personalised approach to educating users, 
opting for a blanket, one-size-fits-all solution. Secondly, existing solutions that are 
2 
 
tailored or designed to conduct skills analysis may not be affordable by small or medium 
organisations, require technical skills such as those of penetration testers or are not 
tailored to meet the specific training needs of an organisation.  
 
There is a clear need therefore for tools that help analyse employees’ information security 
skills so that gaps can be identified. This information can be used in planning awareness 
and training programs ensuring their relevance. SAI Global (2012) holds the view that 
gap analysis can provide valuable insight by enabling organisations to evaluate current 
understanding, highlight knowledge gaps, customise training to actual organisation needs 
and compare awareness to previous results once training has been completed.  
 
This study aims to develop a web based automated self-assessment prototype to help 
organisations analyse its employees’ information security skills. The prototype will also 
point out an employees’ areas of weakness and rank him/her as beginner, intermediate or 
advanced based on his/her percentage score. By identifying weak areas, gaps can be 
analysed and this information is in turn used to plan awareness and training programs 
making such programs more relevant, more effective and worth their cost. 
 
1.2 Problem Statement 
Information security awareness and training is one of the most important ingredients for 
achieving the goals of information security in an organisation (Thomson & von Solms, 
1998; Siponen, 2000; D'Arcy et al., 2009). A security conscious workforce is best 
achieved through security awareness, education and training (SANS, 2009). Technology 
and processes therefore must combine with employee education (Howarth, F., 2014).  
 
To be effective and relevant however, an internal skills analysis exercise should be 
conducted and gaps identified to ensure training programs cover the right content (Baker, 
J., 2012). However, this exercise is not always possible because existing solutions for 
analysing information security skills generally tend to focus on a single aspect of 
information security such as Phishing or Social Engineering and tend to be complex 
meaning they are meant for people with technical skills such as penetration testers. 
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Additionally, they are usually not tailored to meet the specific needs of an organisation. 
Therefore identifying training needs of employees has always been a big challenge. As a 
result, many organisations lack a global picture of their information security posture. 
When training opportunities arise, they have no idea who should be trained.  
 
Based on the aforementioned challenges, this study aims at developing an automated web 
based prototype to help organisations analyse their employees’ information security skills 
so that gaps can be identified and relevant awareness and training provided to address 
those gaps.   
 
1.3 Research Objectives  
i. To identify employees’ information security weaknesses that are easily exploited 
by cyber attackers  
ii. To identify and review the current approaches used to assess employees’ 
information security skills 
iii. To design, develop, test and validate a web based information security skills 
assessment prototype to improve the limitations of the current tools. 
1.4 Research Questions 
i. What information security weaknesses in employees do cyber attackers easily 
exploit? 
ii. What are the current approaches to information security skills assessment? 
iii. How can the proposed solution be designed, developed, tested and validated? 
1.5 Justification of the Study 
This research seeks to provide a web based automated information security skills 
assessment prototype to help organisations easily assess their employees’ knowledge and 
level of information security awareness so that gaps can be identified and training 
programs customised to fill those gaps. On the one hand, reports provided by the 
prototype will serve to give a global picture on what kind of employee the organisation 
has. On the other hand, training can be prioritised, for example, financial resources for 
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security awareness and training can be allocated as a priority to members of staff who, 
after completing assessment using this tool, have been ranked as beginners. Most 
important, security awareness and training programs can be customised to address the 
identified gaps making these programs more personal, more relevant, effective and worth 
the resources allocated to them. Moreover, such reports would come in handy in the 
support of employee professional development and overall organisational cybersecurity 
strategy. 
1.6 Scope and Limitations 
The prototype will be web based for ease of access and use – no need to download and 
install. It will base a person’s security level ranking on the individual’s percentage score. 
The target population for testing this tool will be limited to one public university and one 




Chapter 2: Literature Review 
2.1  Overview 
The section 2.2 of this chapter looks at the importance of information security. 2.3 to 2.5 
analyses the rising threat sophistication and what organisations are doing about it. 2.6 
addresses common types of threats faced by organisations today and the root causes of 
those threats. In 2.7 to 2.9 training needs and training needs analysis are defined and the 
importance of training needs analysis examined.  2.10 looks at common methods used by 
human resources departments to collect and analyse employees’ training needs. Section 
2.11 Looks at weaknesses that attackers easily exploit in employees while 2.12 identifies 
various perspectives of information security assessment that exist today. Current 
information security skills assessment tools are discussed in section 2.13. Finally 2.14 
summarises the chapter and briefly describes the proposed solution.   
2.2 Importance of Information Security 
Companies are increasingly depending on computers and the Internet to conduct business. 
This means that almost all data processing, storage and transmission is done via 
computers and the Internet. As a result, a security incident that affects these systems can 
interrupt normal business, lessen revenue streams and cause customers to have poor 
confidence in the organisation. This dilemma makes information security an essential 
component to an effective overall business strategy (Pearson UK, 2015). Information 
security is the collection of technologies, standards, policies and management practices 
that are applied to information to keep it secure (Open University, 2016). Kruger & 
Keaney (2006) define the term as the protection of the confidentiality, integrity and access 
[availability] to information. 
2.3 Increasing Threat Sophistication 
Threats to information systems from criminals and cyber terrorists are increasing (Nigel 
Turnbull, 2003). Hackers are repeatedly probing networked computers for security 
weaknesses in order to gain access, wreak havoc or steal confidential information. Any 
computer hooked to the Internet is exposed to risks of malicious, or even just curious, 
visitors accessing the system and sniffing for information that was not intended to be 
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shared with anyone.  Notably, incentives for hacking into an organisation and stealing its 
data are becoming ever more diverse and reflect the growing economic and social power 
of information (VMware, 2016). Traditional security products such as virus scanners and 
firewalls do not provide adequate protection against unknown threats and the thousands 
of mutations and variations of spyware and viruses available to hackers on the Internet.  
2.4 Response by Organisations 
Organisations are starting to understand how serious cybercrime is and the impact it can 
have on business from the data breach and reputation point of view. This realisation is 
partly because most of these organisations have faced threats themselves. As a 
consequence, CIOs and CISOs have realised the importance of protecting their 
information assets (Opil, B., 2016).  
2.5 The Overlooked Factor  
Despite the vast sums of money spent on information security, organisations remain 
inherently vulnerable to even the most basic of security, fraud weaknesses and 
vulnerabilities. This is because the focus has been mainly on technology while the most 
fragile element – people – has been neglected (Sârghe, P.D 2013). Employees use data in 
everyday activities to conduct the organisation’s business; their mistakes represent a 
serious threat to the confidentiality, integrity and availability of data (Whitman, 2011).  
 
Cyber criminals are constantly on the lookout trying to find employees’ weaknesses to 
exploit. Deloitte Global Security Impact (2012) points out that human error is far more 
likely to cause serious information security breaches than technical vulnerabilities. For 
example simple configuration mistakes by careless employees can render network ports 
open, firewalls vulnerable and entire systems completely unprotected. IBM Index (2014) 
showed that 95 percent of all security incidents involve human error. 
 
It is thus vital that organisations have security awareness and training programs in place 
to ensure employees are aware of the importance of protecting sensitive information, what 
they should do to handle information securely, and the risks of mishandling information.  
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2.6 Common Attacks Facing Organisations 
Cisco (2006) gives and defines the following common attacks facing organisations today. 
These attacks may fall under two broader categories 1) Internal attacks which refer to 
attacks that originate from inside a local network 2) External attacks which refers to 
attacks originating from outside a local network.  
2.6.1. Password Attacks 
Password attacks refer to repeated attempts to identify a user account, password, or both. 
This can be achieved in various ways such as IP Spoofing, brute force attacks, Trojan 
horse programs, packet sniffers and so on.  
2.6.2. Man-in-the-Middle Attacks 
This is a common attack whose objective is theft of information or hijacking of an 
ongoing session in order to gain access to a private conversation or network resources, 
denial of service, corruption of data being transmitted, introduction of new information 
into the communication and so on. It can be done using packet sniffers, transport protocols 
among others.  
2.6.3. Social Engineering 
Here a criminal tricks an employee into disclosing valuable information such as 
passwords, emails, servers, file locations etcetera. This makes it easier for the criminal to 
hack the organisation.  
2.6.4. Phishing  
This is a non-technical kind of intrusion that relies heavily on human interaction and often 
involves tricking other people to break normal security procedure (Kenya Cybersecurity 
Strategy, 2014). It is a type of social engineering attack which entails a criminal 
masquerading as a trusted person uses email or other messaging platform to trick people 
into giving sensitive information such as passwords, credit card number. Messages sent 
tend to have a hyperlink that seemingly links to a legitimate website. However this 
website is setup by the criminal to capture the user’s data. When a user enters their 
information it is captured and sent to the criminal.  
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2.6.5. Denial of Service (DoS) Attacks 
A criminal sends a lot of data packets to a network with the aim of clogging it so that it 
is unavailable for use by the legitimate users. Examples of DoS are the Ping of Death and 
SYN flood attack. Distributed Denial of Service attacks (DDoS) are similar to DoS but 
operate at a much larger scale. Hundreds or thousands of attack points attempt to 
overwhelm an internet link causing legitimate traffic to be dropped.  
2.6.6. Malicious Code 
Viruses, worms, Trojan horses are all types of malicious codes. A worm executes 
arbitrary code and installs copies of itself in the memory of the infected computer. A virus 
is a malicious software that is attached to another program to execute a particular 
unwanted function when that program is run. A Trojan horse is similar to a virus except 
that it is made to look like something that is harmless such as a game which when 
executed carries out some background commands that the user is not aware of.  
2.6.7. IP Spoofing 
An intruder falsifies an IP address thereby appearing to be another user. The intruder then 
assumes the identify of a valid user and gains that users access privileges, creates packets 
using the falsified IP address and sends them to the network of the person whose IP 







Figure 2.1 Sophistication of Cyber-attacks from 1980 – 2012 (Kenya Cybersecurity Strategy, 2014) 
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2.7 Training Needs  
A training need is a shortage of skills or abilities, which could be reduced or 
eliminated by means of training and development. Training needs hamper employees 
in the execution of their job responsibilities or inhibit an organisation from attaining 
its objectives. They may be caused by a lack of skills, knowledge or understanding, 
or may arise from a change in the workplace (Chartered Management Institute, 2006). 
2.8 Training Needs Analysis 
Training Needs Analysis also known as Training Needs Assessment is the method of 
determining if a training need exists and, if it does, what training is required to fill the 
gap (JICA, 2007). Training Needs Assessment is also the process of collecting 
information about an expressed or implied organisational need that could be met by 
conducting training. The need can be a performance that does not meet the current 
standard. It means that there is a prescribed or best way of doing a task and that variance 
from it is creating a problem. Training Needs Analysis process helps the trainer and the 
person requesting training to specify the training need or performance deficiency (Jean 
Barbazette, 2006). 
2.9 Importance of Training Needs Analysis 
The goal of Training Needs Analysis is to make sure that training addresses existing 
problems, is tailored to organisational objectives, and is delivered in an effective and cost-
efficient way (Chartered Management Institute, 2006). Training needs analysis 
encompasses monitoring current performance using techniques such as assessments, 
observation, interviews, surveys and questionnaires, identifying the type and level of 
training required and analysing how this  can best be provided. Poorly conducted needs 
analyses can lead to training solutions that train: the wrong competencies; the wrong 
people; and employ the wrong learning methods (Carl Greenberg, 2016). 
11 
 
2.10  Common Methods used by HR to collect and Analyse Training Needs 
 
Figure 2.2 Common Methods Used By Hr Departments to Collect and Analyse 
Training Needs: Their Benefits and Weaknesses 
 
In addition to the weaknesses identified in Figure 2.2, traditional training needs collection 
and analysis tools somewhat lack automation hence require a certain level of human effort 
to analyse and produce reports.  
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2.11  Employees’ Information Security Weaknesses that are Easily Exploited 
by Cyber Attackers 
Through literature review the researcher identified some common information security 
weaknesses in employees that cyber attackers tend to easily exploit. These were useful in 
determining the kind of data required to assess information security skills in employees. 
Questions fed into the developed solution were mainly derived from these needs. 
2.11.1. Weak Passwords and Reliance on Default Passwords 
The Kenya Cyber Security Report (2015) points out that employees do not secure their 
gadgets or networks with strong passwords and often even rely on factory default 
passwords that are easy to hack. There is also the tendency to share passwords or to stick 
passwords under office desks. This is something that is overlooked due to poor 
information security training and awareness among employees.  
2.11.2. Negligence 
A study by Ponemon Institute (2011) shows that 39% of all data breached involved 
employee negligence while 37% of data breached involved malicious or criminal attack. 
The study explains that employee negligence whether deliberate or accidental, allows 
hackers to identify openings for a data breach or hack.  
2.11.3. Lack of Compliance 
Lack of compliance is also a big issue. Several employees do not follow organisational 
security policy or their IT security requirements especially on their mobile devices (iPass 
Mobile Workforce Report, 2012).  
2.11.4. Ignorance of Social Engineering Techniques 
Verizon (2016) observes that social engineering is one of the reasons why employee 
security awareness and training is necessary. Social engineering attacks have become 
increasingly common because of their relative ease of execution and lack of technical 
knowledge needed. Many employees however remain ignorant of social engineering 
attack methods and how to mitigate them.  
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2.11.5. Summary of Employees’ Information Security Weaknesses 
Information security awareness and training programs should aim at addressing the above 
identified weaknesses as well as any other weaknesses that the proposed system may 
identify. In a word, such programs should focus on a detailed understanding of   
information security threats, damage that could be caused by those threats and solutions 
to mitigate them. The programs should help employees become familiar with policies and 
procedures which help them to ensure their own security and that of the organisation. 
Common mistakes that users tend to make and which should be highlighted in training 
and awareness programs include: violation of security policy, opening unsolicited e-mail 
attachments, negligence and non-compliance, providing information without verifying 
that a caller is really who he says he is, installing software from unknown sources, visiting 
suspicious web sites and failure to report security incidents. 
2.12  Various Approaches to Information Security Assessment  
Most organisations do not know how they can go about conducting Information security 
awareness and training. They focus on technical solutions and ignore human based 
solutions which are more cost effective and have the potential to give higher returns on 
investment. To give organisations an idea of how to conduct effective information 
security awareness and training programs, various approaches have arisen over time. 
These are discussed below. 
 
Amankwa, Loock and Kritzinger Approach 
Amankwa, Loock and Kritzinger (2014) have studied the use of models to enhance 
information security education and awareness. They define a model as a framework that 
provides a step-by-step guide to a solution of a known problem. Their paper categorises 
information security education and awareness models into three stakeholder domains: 
End-users, Industry and Institutions. The Institution domain, which is the main focus of 
the study, is made up of educational institutions, government agencies, and, small and 
medium businesses with limited resources and semi structured IT setup. Characteristics 
of the Institutions domain is that information security professionals in senior management 
are rare and there are limited resources. By analysing previous literature, the paper points 
out to the lack of models in the institutions domain for enhancing information security 
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knowledge of employees through awareness and education so as to build a security 
conscious workforce. 
 
Table 2.1 Categorisation of Existing Models of Information Security Awareness and 
Training (Amankwa, E., Loock, M. & Kritzinger, E., 2014) 
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From Table 2.1 there is a clear lack of information security education and awareness 
models in the organisations domain. Amankwa, Loock and Kritzinger (2014 recommend 
that this lack be addressed. They also propose that models developed for the organisation 
domain should focus on drawing attention of employees of an organisation to relevant 
security issues and the importance of complying with corporate policies and enforcement. 
The models should also aim at identifying employees’ information security needs and 
gaps and should take into account different positions in the organisation ensuring 
employees are not overburdened with security issues that may not be relevant for their 
area of work. Finally the models should be structured into three layers namely novice, 
intermediate and advanced in order to best serve the different user groups.  
 
NIST Approach 
NIST 800-50 (2003) proposes conducting needs assessment before training programs are 
planned. The assessment can then be used to make training programs more specific and 
provide justification to convince management to allocate adequate resources to meet the 
identified awareness and training needs. NIST further proposes that employees be given 
training based on their roles and regularly updated on changes in policy and procedures. 
To achieve role based training a needs assessment would be necessary in order to identify 
the needs of the specific role.  
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Jason Baker Approach 
Jason Baker (2016) recommends that security-training programs should be customised to 
address employees’ actual security gaps. He further observes that majority of medium to 
large companies have had some form of information security awareness training in place 
for a number of years. ELearning is an established medium for training large numbers of 
people cost-effectively, however, unless done well and tailor made to meet actual needs 
of those being trained, this method can have limited success. Dull, uninspiring eLearning 
which fails to engage learners, address their needs and challenge their attitude toward 
information security, is unlikely to actually make them change the way they do things 
and make them behave in a more secure way.  
 
SAI Global Approach 
SAI Global (2016) points out that due to lack of proper and affordable tools, many 
organisations do not assess their employees’ level of security knowledge before planning 
security-training programs. They therefore propose that organisations should  determine 
the level of security awareness their employees have. This sort of benchmarking can 
enable the organisation to evaluate current understanding, highlight knowledge gaps and 
attitudes that could lead to insecure working practices, customise security awareness 
training to meet those gaps, and, compare awareness to previous results once training has 
been completed. Training must meet the needs of today’s employees in order to be 
effective and deliver positive and sustained behavioural development. An effective 
information security awareness strategy is one that takes into account the requirements of 
the business and learner.  
 
SANS Institute Approach 
SANS Institute (2005) proposes customising contents of security awareness and training 
as per audience profiles. The first audience profile is the management which is the 
ultimate and most important sponsor of the awareness program. Managers have a very 
specific need to understand the goals of awareness and training programs and the role 
security plays in achieving their business objectives. The presentation to the management 
should focus on security threats which organization may encounter in the shorter or longer 
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run. It should be clearly communicated to the management that without its support the 
organisation and the employees would not be able to protect information assets.  
 
The second audience profile is the users. Users are usually not responsible for overall 
protection of the information. However, they must secure the work environment and the 
information they handle. End users use data to perform their day-to-day tasks. This type 
of audience requires a detailed understanding of the information security threats, damage 
by those threats and solutions to mitigate the damage. They should also be familiar with 
the policies and procedures, which will help them to ensure performance and security. 
Common mistakes that users tend to make and which should be highlighted in training 
and awareness include: violation of security policy, opening unsolicited e-mail 
attachments, installing software from unknown sources, visiting suspicious web sites and 
failure to report security incidents. 
 
 The third audience profile is the technical people. It is generally thought that technical 
people do not require basic security awareness, as they are the ones who design the 
systems. However, the purpose of security awareness and training session for technical 
people is to bring out how technology helps the organisation and what is needed to protect 
the information assets of the organisation. Awareness session for technical people should 
be centred on technology is not driving the business, but vice versa. It is always the 
organisation that decides the need of technology. A security awareness and training 
program does not mean one-size fits for all. Topics have to be customized according to 
profile of the audience.  
2.13. Existing Information Security Skills Assessment Tools That Support 
Information Skills Assessment  
 
Gophish (https://getgophish.com) is an open source phishing toolkit built by MIT that to 
help penetration testers and organisations conduct real-world phishing simulations. It 
provides the ability to provide security awareness training by easily and quickly setting 
up and executing phishing campaigns on employees. It is compatible with Linux, 
Windows and OS X operating systems and has the advantage of being open source thus 
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making it accessible to small organisations. It also makes phishing training available to 
everyone. Its disadvantage is that it has to be installed on a machine and is restricted to 
phishing training only (Gophish, 2013).  
 
Social Engineering Toolkit (SET) is an open source python-driven social engineering 
toolkit for social engineering focused penetration testing. The tool provides readymade 
templates that can be sent via email to people. Custom made templates can also be made 
and saved. The attacks built into the toolkit are designed to be targeted and focused 
against a person or organization. The tool has the advantage is that it is open source and 
incorporates many social engineering attacks in one interface. Results can be used by an 
organisation to prepare training programs for its employees. A major drawback is that to 
use it one requires a certain level of technological skills such as penetration testers and 
those with proficiency in Linux (PrimalSecurity, 2016). 
 
King Phisher is an open source tool for testing and promoting user awareness by 
simulating real world phishing attacks. Like Gophish, Kingphisher can be used to run 
phishing campaigns ranging from simple awareness training to more complicated 
scenarios in which user aware content is served for harvesting credentials. The tool is 
meant for legal use only when explicit permission of the targeted organization has been 
obtained. It uses the packaged web server that comes standard with python making 
configuring a separate instance unnecessary. This tool has the same drawbacks of 
Gophish that is; it is restricted to phishing training only. It therefore does not assess the 
overall cyber skills proficiencies and gaps of each individual.  
 
Alert Online (www.alertonline.nl/cyberskillstest) is a web based simple cyber skills 
assessment tool developed to create cyber security awareness in the Netherlands. The tool 
presents questions in various categories of critical areas in cybersecurity. The user selects 
a category and answers the question. Feedback is provided after each question. The 
feedback is not only right or wrong but contains information to help enlighten the user 
more on the topic. The drawback of the tool is that it does not provide a comprehensive 




Think. Check. Share is tool aimed at communicating the importance of information 
security to staff. The tool is not automated. Rather it comes as a document such as pdf or 
word and covers some of the most common mistakes at the work place including sending 
information to the wrong recipient, leaving work documents in public view or not 
appropriately disposing of information. It also covers phishing email awareness, 
importance of using authorised software, encryption of information, not leaving 
information unattended and acceptance use. All this information is presented in the form 






Reviewed literature points to the need for tools to help organisations assess employees’ 
security skills so that gaps can be analysed and awareness and training programs 
customised to address those gaps. Some existing applications that support information 
security skills assessment have been reviewed. What is common about them is that they 
are mainly aimed at addressing a single area of information security skills assessment 
such as social engineering or phishing and require a certain level of technical skills. In 
addition, they are not customised or customizable to address the specific needs of an 
organisation.  
 
The proposed application will therefore be adding some characteristic features that none 
of the existing applications have. These are 1) simplicity of use in the sense that users 
will require basic level of literacy to understand the information at the front-end and back-
end dashboard and to respond to questions of the assessment.  Users will not need to have 
any technical skills. 2) The application will take the form of an examination and will try 
to test all areas of information security that are relevant to employees. These areas include 
phishing, email security, social engineering, password security, malware, security 
policies and so on. As the employee goes through these questions the process helps him 
familiarise with various security terminologies and issues. 3) The application will give a 
report to the organisation on employees who have been assessed, their proficiencies and 











2.15. A Conceptual Framework of the Proposed Solution 
The aim of this study was to develop a web based information security self-assessment 
prototype to help organisations assess information security skills of their employees so 
that gaps can be analysed and security awareness and training programs customised to 
address those gaps. By a review of existing tools and approaches for information security 
skills assessment and knowledge enhancement, a conceptual framework for the proposed 
prototype was constructed. Figure 2.3 shows that framework.  
 
The application was implemented in the following manner: questions that address 
common employees’ weaknesses which attackers tend to easily exploit are created. These 
are then stored in a database in multiple choice format. Once a user initiates assessment, 
the questions are fed to his UI display using an html form. Questions are selected based 
on the department a particular user is registered under. If his department is ICT 
Management or ICT Support then technical security questions are selected. If he is not in 
an ICT department then only general information security questions are selected for him. 
Questions have multiple answers with a pre-determined best answer. The user can only 
choose one answer per question. Once the user completes the assessment and submits the 
answers, the results are processed using a PHP script in the application controller and the 
resulting values stored in the same database but in a different table. The analysis is 
achieved by using a basic JavaScript algorithm to first calculate the percentage from the 
points earned and then map this percentage onto a chart/graph. After analysis, the user is 
assigned a percentage score and ranked either as beginner (<=50%), intermediate (>50 & 








Chapter 3: Research Methodology 
3.1. Overview 
This chapter describes the methodology that was used to enable the researcher to answer 
research questions outlined in Chapter 1. The methods used for conducting the research 
and their viability are described in this chapter. Data collection procedures, approaches 
applied in system analysis, system design, system development and implementation and 
testing are discussed.  
3.2. Research Design 
A research design is basically a detailed outline of how an investigation will take place. 
It helps the researcher in addressing the problem statement and answering the research 
questions (Chilisa, 2012).  
3.2.1. Collection of Data 
Review of relevant scholarly articles, books, journals and surveys was used to illuminate 
the need for, approaches and challenges to information security in organisations. It also 
served to identify common employees’ weaknesses that are easily exploited by attackers.  
 
Given the lack of ample literature on information security in Kenya, research and surveys 
by various scholars and organisations across different countries were used. The quality 
of a literature review strongly depends on the search process (Brocke et al, 2009; Lebek 
et al, 2013a; 2014). Therefore the process of identifying literature that is relevant to the 
research objectives was paramount. This study followed the structure proposed by 
Webster and Watson (2002) to identify relevant literature. The search was limited to 
publications written in the English language. Publications, which are not accessible to the 




3.2.2. Software Development Methodology 
The study adopted agile development methodology (Shore, J & Warden S, 2007), which 
comprises of 4 steps as shown in figure 3. Agile development was chosen for its short life 
cycle and ability to incorporate user feedback for future improvement of the prototype. 
The methodology is also useful in that it makes it possible to assess the direction of a 
project throughout its development life cycle (Harvin, 2016).  
 
 
Figure 3.1 Agile Development Method 
 
3.2.3. Analysis and Design 
This study adopted object-oriented analysis and design (OOAD) approach. OOAD is a 
technical approach used in the analysis and design of a system through the application of 
the object-oriented concepts including visual modelling. This is applied throughout the 
development life cycle, fostering better product quality and even encouraging stakeholder 
participation and communication. In OOAD, objects are grouped into classes, which 
share structural and behavioural characteristics (University of Missouri, 2001). 
 
In OOAD, the analysis phase entails using Unified Modelling Language (UML) to build 







visual modelling language and is useful for graphically depicting object-oriented analysis 
and design models. The UML diagrams used in this study were use-case, class and 
sequence diagrams. These helped to visualise the proposed system in different ways and 
facilitate better understanding and communication of requirements. Object-oriented 
design (OOD) was used to refine the requirements identified during system analysis phase 
and to define design specific objects. The following is a further description of the UML 
diagrams that were adopted: 
3.2.3.1. Use Case Diagram 
A use case diagram was used to identify and partition the application into different 
functionality. This helps gain a clear understanding of the functional requirements of the 
system without worrying about how those requirements will be applied (University of 
Missouri, 2001).  The application was divided into actors and use cases. An actor is an 
external entity that interacts with the system and a use case denotes a sequence of 
interrelated activities initiated by an actor to achieve a precise objective (Hoffer, 2001). 
In the case of the developed solution, actors are employees (as basic system user) and 
manager (as system administrator). A use case is normally presented as a text that 
describes the action an actor is effecting on the system. 
3.2.3.2. Sequence Diagram 
A sequence diagram was used to model, in a visual manner, the flow of logic within the 
application making it possible to document and validate application logic. Sequence 
diagrams are commonly used for both analysis and design purposes. They are the most 
popular UML artefact for dynamic modelling, which focuses on identifying the behaviour 
within your system (Rumbaugh, J. et al, 2005). 
3.2.3.3. Design Class Diagram 
A design class diagram was used for general conceptual forming of the application. It 
represented all the classes used in the system and how they are defined. A class is defined 
using its attributes and methods (IBM Developer Works, 2004). 
3.2.3.4. System Architecture Design Diagram 
A system architecture design was used to enable the researcher to breakdown the system 
into different main components and illustrate their relationship to each other. The main 
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components of the developed solution are a front-end accessible via a web browser and a 
back-end that comprises of a web server with a database that stores general user 
information, security questions used for assessment, assessment results and reports 
(Tutorial Point, 2017). 
3.2.4. Implementation 
The developed solution is a web-based application consisting of a front-end and a back-
end. The backend dashboard was implemented using PhP. HTML 5 was the mark-up 
language used to layout the front end and to structure and present content in the back-
end. MySQL was the relational database management system adopted. MySQL was 
preferred because it is open source and cross platform. PHP was selected because it is fast 
and platform independent (Sakshay, 2013). HTML 5 is dynamic and can be used to 
produce neat websites with less code than HTML its predecessor. JavaScript was used to 
create a basic algorithm, which calculates the percentage from the points earned by an 
employee after assessment, and then maps this percentage onto a chart/graph. 
3.2.5. Testing 
The aim of this stage was to demonstrate that the developed solution accurately satisfies 
its specified requirements and objectives (Guru99, 2017). Agile testing methodology was 
employed. Agile testing allows for continuous testing from start to end of development 
as well as after deployment. More specifically, individual components of the prototype 
were identified and independently tested. Menu buttons were also tested to ascertain that 
they function as intended. After testing individual components, the system was tested as 
a whole whereby sample data was loaded into the application and results observed. 
Finally, once all individual components were ascertained to work as intended, the 
prototype was deployed via the web to allow users to test its usability. Questionnaires 
were used to collect usability feedback from respondents. The feedback was analysed 
against specified requirements of the prototype to ascertain that these requirements were 





Software validation generally is a process to show that a system conforms to its 
specifications and meets the expectations of the requirement definition and program 
development (Sommerville, 2004). In this study, questionnaires issued to users during 
testing phase were studied. Positive responses to the questions were used to determine 
whether the prototype functioned as intended and was of value to the users. Negative 
responses were used to determine usability and functionality problems in the system so 









Chapter 4: Design and Architecture 
4.1. Overview 
The developed prototype called Mambo Analytics enables organisations to assess its 
employees’ information security skills. Information security questions covering general 
areas that tend to be easily exploited by attackers are created by the system administrator. 
These are then stored in a database. These questions fall under two main categories 
namely Apprentice and Master. Apprentice questions cover general information security 
topics that are applicable to all information systems users. Master category of questions 
cover advanced information security topics mainly focusing on technical personnel such 
as ICT support department. A staff member in the ICT department is given access to the 
Master category while a member of staff from any other department is directed to the 
Apprentice category. Agile development methodology was used to develop the prototype.  
4.2. System Architecture 
The main components of the developed solution are a front-end accessible via a web 
browser and a back-end that comprises of a web server with a database that stores general 
user information, security questions used for assessment and assessment results of each 
user. The system has the following main actors: system administrator with unlimited 
organisation specific data access. He/she has to be a trusted person in the organisation 
because he can create user accounts and view reports of all staff members. The second 
actor is the basic user with unlimited access to his own profile, assessments appropriate 
for his department and his own assessment report and certificate of completion. The basic 
architecture  










Figure 4.1 System Architecture 
 
4.2.1. Question Database 
The system is an automated web-based self-assessment prototype. Information security 
questions are created by the system administrator and stored in a MySQL database in text 
format and are categorised into two groups namely Apprentice and Master. Apprentice 
questions cover general information security topics such as social engineering, phishing, 
password security and so on. Apprentice questions cover technical information security 
topics such as firewalls, intrusion detection systems, operating system hardening and so 
on. A system administrator can create more categories according to the organisation’s 
needs. Questions have multiple choices with a predetermined correct answer stored in the 
database. A key field in the user profiles is the department because it determines which 
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category of questions is available to a user. Apprentice category of questions is made 
available to all departments while the Master category is availed only to ICT department 
because of its technical nature. Questions are retrieved from the database, depending on 
the particular member of staff’s department, and fed to his UI.  
4.2.2. Scoring Engine 
The user gets to respond to the questions by selecting what he thinks is the correct answer 
to each question. The system analyses the answer provided by the user and marks them 
either as correct or wrong depending on whether they tally with a predetermined correct 
answer stored in the database. Each question has a pre-allocated mark. The marks for 
every correct question are added up and a percentage score automatically calculated.  
4.2.3. Reporting 
A report is produced which shows the respondent an overall percentage score and 
questions that were marked wrong. If the percentage score of the user is 50% or less he 
is ranked as beginner, above 50% but less than 70% intermediate, above 70% is ranked 
as advanced. The questions marked wrong point the staff member to areas that he needs 
to improve. The system administrator can view all user reports individually or aggregated. 
 
When a system user later on requests for a given report, the corresponding variable values 
(i.e. staff id, assessment id) are passed to the 'Reports Controller' under the 'Reports 
Function'. These variables are then used in the corresponding SQL queries to the database 
to obtain the basic data sets required for report processing (i.e. question id, number of 
questions attempted, number of questions completed, number of questions failed and so 
on). Once this data is returned from the database into the report script, the 'Performance 
generation' algorithm then computes out all the raw data into meaningful data sets which 
can be appended onto the display pages. The processed data is then appended onto the 
'Reports' module, either directly via html tags, or via JavaScript onto visualization charts 
and graphs. The reports generated are session specific, and hence they are only available 





The system administrator can view summary of reports such as ranking of staff members 
as beginner, intermediate or advanced. He can also view a staff recap report showing the 
Apprentice and Master level total number of users who attempted each assessment, 
number that passed and number of staff that failed. In addition, the system administrator 
is able to view each user’s reports such as percentage score, ranking, number of questions 
attempted, number of questions answered correctly, number of questions failed and the 
specific questions that were failed. The failed questions known in the system as ‘weak 
areas’ are a pointer to areas that the particular member of staff needs to improve on.  
 
4.3. System Design Tools 
4.3.1. Use Case Diagram 
 
The Use Case diagram illustrates the major interactions that take place between the 






Figure 4.2 Use Case Diagram 
 
4.3.2. Class Diagram 
Figure 4.3 shows a class diagram, which is basically a static representation of the system. 




Figure 4.3 Class diagram 
 
4.3.3. Sequence Diagram 
The purpose of a sequence diagram is to illustrate the sequential flow of information 
passing through the key entities of the system. Figure 4.4 shows a sequence diagram for 
the developed solution showing how a user is authenticated into the system to allow 




Figure 4.4 Sequence diagram 
 
4.4. Database Design 
4.4.1. Entity Relationship Diagram  
The database uses a number of entities to collect, save and retrieve data. These entities 
are represented in Figure 4.5. An Entity Relationship Diagram is a type of flowchart that 
shows how “entities” such as people, objects or concepts communicate with each other 
within a system. In this system, a basic user can only take the assessment appropriate for 
his department. For example a member of staff in the ICT department can access and 
attempt the Master category of questions while a member of staff from any other 
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department can only attempt the Apprentice category of questions which cover general 
information security questions applicable to all information systems users. Additionally, 
a user can attempt only one assessment at a time. A basic user can edit his own profile, 
change his password, view his own assessment report, and print his own certificate of 
completion. The system administrator can create user accounts, create new categories of 
assessment, and populate an assessment with questions, view individual users’ reports, 
and view aggregate reports.  
 




After identifying main functions of the prototype, the database schema was designed. A 
top-down design approach was used to design the schema whereby logical groupings of 
attributes into relations were identified such as user registration and user management, 
creating an assessment, taking assessment, results analysis and reporting. Database tables 
are shown in Appendix H. 
4.5. Security Design 
Principles adopted to design the solution were: (1) least privilege, which ensures a user, 
is assigned minimum privileges needed to carry out his responsibilities, (2) Separation of 
privilege - there is a system administrator account and basic user account whereby the 
administrator account is granted the privilege to edit user records and view all reports. A 
basic user account is only able to view own profile, take assessment and view own report. 
To ensure confidentiality and availability, the web application authenticates all users to 
ensure authorised access to the system and its various modules and to determine their 
level of privilege. 
 
To safe guard system integrity, internal security was implemented to restrict access of 
critical data items to only those access types required by users, audit procedures were 
used to meet control, reporting, and retention period requirements for operational and 
management reports, application audit trails were implemented to dynamically audit 
retrieval access to designated critical data. Verification processes for additions, deletions, 




4.6. User Interface Design 
Figure 4.6 shows the system architecture flow chart. 
 















Figure 4.9 Assessments Page 
 
 











Chapter 5: System Implementation and Testing 
5.1. Overview 
This chapter discusses the system implementation procedures. 5.2 Software 
implementation environment. 5.3 Hardware environment. 5.4 Main functions of the 
prototype. 5.5 Testing which describes the kind of tests carried out and the intended 
results. It includes the relevant screenshots of the web application. Lastly 5.6 Provides a 
summary of the chapter.  
5.2. Implementation Environment 
The developed solution known as Mambo Analytics is a web-based application whose 
backend dashboard was implemented using PhP. PHP was selected because it is fast and 
platform independent (Sakshay, 2013). HTML 5 mark-up language was used to layout 
the frontend and to structure and present content in the back-end. HTML 5 was chosen 
because it is dynamic and can be used to produce neat websites with less code than HTML 
its predecessor. MySQL version 5.1.73 relational database management system was 
adopted. MySQL was preferred because it is open source and cross platform. JavaScript 
was used to create a basic algorithm, which calculates the percentage from the points 
earned by an employee after assessment, and then maps this percentage onto a 
chart/graph. 
 
Mambo Analytics was developed using the Model View Controller (MVC) architecture 
and on the open-source Code Igniter platform. Overall, the system is divided into several 
modules which include user authentication, user management, assessments, analytics and 
reports. The data received from the input forms is processed by a Controller in the 
application folder. The processed data is displayed to the user via dynamically generated 
charts and graphs using Ajax and JavaScript. Mambo Analytics can run on any PHP 
enabled web server that can connect to a MySQL database. This includes shared servers, 
dedicated servers, and local installations running on Linux, UNIX, BSD, Mac OS X, and 
Microsoft Windows operating systems. The requirements to have Mambo Analytics 






Mambo Analytics consists of a front-end and back-end: Both can be accessed through a 
web browser. PhP programming language was used to develop the web application – back 
end, while HTML 5 was used to develop the user interface. Both front-end and back-end 
are further explained below. 
 
Mambo Analytics Front-end 
Figure 5.1 shows a screenshot of Mambo Analytics front-end while Figure 5.2 shows the 
assessment page. To take an assessment a user must login first.  
 
 








Figure 5.3 Mambo Analytics User Login Page 
 
 
Mambo Analytics Back-end 
Once logged in, a basic user can only view his profile and attempt the assessments 
available for his department. There are two categories of assessments namely apprentice 
and master. Apprentice assessment covers general information security topics and is 
meant for non-technical personnel. This category can have many sub categories such as 
password security assessment, general information security assessment, social 
engineering assessment and so on. The Master category on the other hand covers mainly 
technical information security topics and is meant for technical personnel such as ICT 
managers and ICT support staff. Assessment categories screenshots are shown in 
Appendix A.  
 
Generation and Storage of questions 
Questions are generated from normal text data input into an html form in the application. 
This form-data is first filtered and cleaned to avoid SQL injection and cross site scripting 
(XSS). Once checked, the 'Questions Controller' then binds it into an array and sends it 
for storage in the database under the table 'Questions'. For every question, a 
predetermined best answer is set and stored in the database under the table 'Answers', this 
also includes the allocated mark/points. Once a user answers a question, the answer he/she 
chooses is stored together with the question_id and assessment_id into the database under 
the table 'User assessments'. Figure 5.4 shows sample questions with points allocation. 






























Marking and Scoring 
Questions are retrieved from the database, depending on the particular member of staff’s 
department, and fed to his UI. The employee gets to respond to the questions by selecting 
what he thinks is the correct answer to each question. The system analyses the answer 
provided by the user and marks them either as correct or wrong depending on whether 
they tally with a predetermined correct answer stored in the database. Scores for the user 
are calculated by a script in the 'Assessments Controller'. This script computes all total 
questions attempted, correctly answered questions, wrongly answered questions, time 
taken to complete assessment and their corresponding percentages. Figure 5.6 shows an 
assessment report showing user’s score. 
 




The computed data is then appended into JavaScript charts and graphs for reporting and 
analytic visualisations. This is done entirely from JS scripts in the corresponding 
modules. Figure 5.7 shows a sample assessment summary for an individual user while 







Figure 5.7 Sample User Assessment Summary 
 
 
Figure 5.8 Sample Certificate of Completion 
 
5.3. System Testing 
An application must be thoroughly tested to ensure that it accurately and completely 
satisfies requirements. Agile testing methodology was employed which means testing 
was conducted continuously from the start to end of development as well as after 
prototype deployment. For example, individual components of the Mambo Analytics 
prototype were independently tested, then tested as a whole system. Additionally, the 
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application was deployed via the web to allow employees of Strathmore University and 
the University of Nairobi to test its usability. The researcher selected some key 
departments with consultation with HR units from which to randomly identify staff who 
could participate in the testing.  
5.3.1. Individual Component Testing 
The main pages of Mambo Analytics prototype are login page, dashboard page, users 
management page, create new assessment page, manage assessment page, add assessment 
questions page, view assessment page, questions management page, edit assessments 
page, system reports page. Each of these were tested and ascertained to be functioning as 
intended.  
5.3.2. Whole System Testing 
After testing the individual components, the system was tested as a whole from the time 
an organisation creates an account to the time a user takes assessment and reports 
generated. This was to check on functionality, robustness, performance speed and 
security. All pages and reports loaded in less than 3 seconds. All modules were 
ascertained to be working as intended. Sample screenshots are shown in appendix C. 
5.3.3. Usability Testing 
Once the above testing was completed, the application was deployed to the internet via 
URL http://www.demo.genericgroup.co.ke/mamboanalytics/. Strathmore and University 
of Nairobi personnel were invited to test the application. The researcher selected some 
key departments with consultation with HR units from which to randomly identify staff 
who could participate in the testing. The feedback was generally positive. Appendix D 
shows a questionnaire that was used to collect feedback from users.  
5.4  Usability Testing Results 
Questionnaires were used to collect feedback from 10 respondents who volunteered to 
test the application. This feedback is shown in Appendix E and is further discussed below. 
5.4.1. User Friendliness 
By use of the usability testing questionnaire, the researcher was able to collect the number 
of respondents who work as ICT support staff and those who consider themselves tech 
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survey. This was important in determining whether the application is suitable for non-
technical people based on their usability feedback. Out of the 10 respondents, 50% 
considered themselves tech survey while the other 50% did not. 20% of the respondents 
work as ICT support while 80% are not. 60% of respondents were teaching staff while 
40% were not.  
 
The above notwithstanding, 100% of respondents were able to login to the application. 
20% however indicated that they had trouble logging in at the start. They however 
indicated incorrectly typed password and poor internet connectivity as the cause. Out of 
the 10 respondents who tested the application, 60% rated ease of navigation and clarity 
of questions good while 40% rated it excellent. Clarity of assessment reports was rated 
good by 50% of respondents and excellent by the other 50%. Usefulness of assessment 
report was rated excellent by 90% of respondents. 50% respondents strongly agreed that 
the system was easy to use. 70% of respondents strongly disagreed with the statement 
that they would need support of a technical person to be able to use the system, 20% 
disagreed and 10% were neutral.  
5.4.2. Usefulness of the System 
90% respondents strongly agreed that the system was useful and 80% respondents 
strongly agreed that they would recommend it to their friends. When asked what they 
liked most about the application, many respondents responded that they did not know that 
security skills could be tested and that the application was a novel and very important 




Figure 5.9 What Respondents Liked Most about Mambo Analytics 
 
5.4.3. Hurdles of Implementing the Application in Organisations 
When asked what they thought would be hurdles of implementing the system in their 
organisations, 100% respondents thought that fear of technology and online assessments 
would be a hurdle in implementing the system. 70% respondents thought that for 
successful implementation of the system there is need to overcome organisation culture. 
50% thought that lack of understanding of the importance of information security 
assessment by university Management would be a hurdle in implementing the system. 
Finally, 50% thought that university personnel do not understand the role they play in 
strengthening information security in the organisation. This would need to be explained 
clearly to ensure all employees understand the need to use this system.   
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Chapter 6: Discussion of Key Findings 
6.1. Overview 
Findings obtained during the study formed the basis on which the information security 
skills assessment prototype was developed. The prototype was tested to ascertain that it 
met all its requirements. This chapter analyses the findings in relation to the research 
objectives and extent to which the findings agree with the literature review. 
6.2. To Identify Employees’ Information Security Weaknesses that are Easily 
Exploited by Cyber Attackers 
Employees are the most fragile element in the security chain. They use data in their 
everyday activities to conduct the organisation’s business, yet remain ignorant of 
information security threats and how to mitigate them. This is in harmony with study 
findings in section 2.5. 
Section 2.11 identified employees’ information security weaknesses which are easily 
exploited by cyber attackers. These are reliance on weak or default passwords, lack of 
password privacy, ignorance of social engineering, lack of knowledge on information 
security threats and the damage that could arise by those threats, lack of knowledge of 
solutions to mitigate threats, lack of awareness on organisation security policies and 
procedures which are meant to help employees ensure their own security and that of the 
organisation, not knowing how to deal with unsolicited e-mail attachments, negligence 
and non-compliance, lack of awareness on the dangers of installing software from 
unknown sources and the danger of visiting suspicious web sites. Finally, not reporting 
security incidents. These weaknesses guided the researcher in determining the kind of 
questions to feed into Mambo Analytics prototype for the purpose of assessing 
employees’ information security skills.  
6.3. To Identify and Review the Current Approaches Used to Assess Employees’ 
Information Security Skills 
The second research objective was to identify and review the current approaches used to 
assess employees’ information security skills. Many scholars and international surveys 
recommend taking the skills analysis approach before awareness and training programs 
are planned. Once skills are identified, gaps can be analysed so that security awareness 
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and training programs are customised to address those gaps. This is in harmony with 
literature review section 2.12 which stresses on the necessity of security skills assessment 
and proposes finding ways of conducting needs assessment so that this data can inform 
security awareness and training programs. Definition of training needs and the 
importance of training needs analysis were discussed in section 2.7 to 2.9. 
 
The study also points to a lack of models for enhancing information security knowledge 
of employees through awareness and education so as to build a security conscious 
workforce. This was noted to be the case mainly in the organisations domain. These 
findings were covered in section 2.12. Characteristics for developing models which will 
act as a blue print for organisations to enhance information security knowledge of their 
employees, were identified in the same section. These characteristics were invaluable in 
developing this prototype. 
6.4. To Design, Develop, Test And Validate A Web Based Information Security 
Skills Assessment Prototype To Improve The Limitations Of The Current 
Tools. 
The third research objective was to design, develop, test and validate a web based 
information security skills assessment prototype to improve the limitations of the current 
tools. Research findings section 2.12 indicate that information security skills assessment 
and tools for achieving the same are important to organisations. Section 2.10 and 2.13 
looked at existing tools for information security assessment and established that few tools 
exist and even then, they fall short in that their target user requires technical skills such 
as those of penetration testers. In addition, the tools are not customizable which would 
come in handy in helping organisations create information security assessments that 
address their actual needs. Finally, the few existing tools for information security skills 
assessment are quite specialised addressing only a single aspect of information security 
such as social engineering or phishing.  
 
The researcher developed a prototype called Mambo Analytics. The prototype is web 
based for ease of access and so that it requires no hardware specifications. The tool allows 
for self-assessment, a function that was found to be lacking in the existing tools. When 
54 
 
an individual completes an assessment and submits answers, the application is able to 
show a percentage score. The individual passes if the score is equal to or above50%. The 
individual can also view what was marked wrong, a pointer to what the individual needs 
to improve. Literature review identified characteristics for developing new models for 
enhancing employees’ information security knowledge and skills. These characteristics 
were taken into account when developing this prototype.  
 
The system allows a basic user to view and edit his own profile, view his assessment 
report and certificate of completion. A system administrator on the other hand can view 
individual user reports as well as overall organisation reports. Appendix F shows 
screenshots of assessment reports as viewed by a system administrator.  Such reports help 
the individual identify areas of improvement. They also give a picture of the kind of 
employee an organisation has with regard to information security posture. Performance 
ranking as beginner, intermediate or advanced allows for training needs to be prioritised. 
Finally this information can be used to customise awareness and training programs so 
that actual employees’ gaps can be addressed. 
 
Testing was carried out with the aim of demonstrating that the developed solution 
accurately satisfies its specified requirements and objectives. Agile testing methodology 
was employed. Agile testing allowed for continuous testing from start to end of 
development as well as after deployment. More specifically, individual components of 
the prototype were identified and independently tested. Menu buttons were also tested to 
ascertain that they function as intended. After testing individual components, the system 
was tested as a whole whereby sample data was loaded into the application and results 
observed. Finally, once all individual components were ascertained to function as 
intended, the prototype was deployed via the web to allow users to test its usability. 
Questionnaires were used to collect usability feedback from respondents.  
 
During usability testing, questionnaires were used to collect feedback from respondents. 
This feedback was analysed to demonstrate that the solution fulfils its intended purpose. 
None of the respondents who participated in testing experienced login problems. All 
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respondents were able to complete assessment and received their performance report and 
a certificate of completion. Appendix G shows sample questions and their predetermined 
answer. Appendix C shows a step by step assessment until results and certificate is 
generated. The application was therefore ascertained to be reliable. Out of 10 respondents 
who tested the system, 60% rated ease of navigation and clarity of questions good while 
40% rated it excellent. 50% respondents rated clarity of assessment reports excellent. 
Usefulness of assessment report was rated excellent by 90% respondents. 80% of the 
respondents strongly agreed that they would recommend the system to their friends.  
6.5. Advantages of the Developed Solution Compared To Existing Tools 
The developed solution is a web based self-assessment tool. It is simple enough for use 
by employees with little or no information security skills. As a matter of fact, 80% 
respondents who tested the system were non ICT support staff, while 50% respondents 
did not consider themselves tech survey, yet all were able to login, complete the 
assessment and view their reports.  
 
The tool marks a respondents answers and gives an overall percentage. Those who 
complete the assessment are also ranked as beginner, intermediate or advanced based on 
their overall percentage. This kind of ranking is useful to the Management because it can 
help prioritise training needs. Respondents also receive a report on their strength and 
weak areas. The weak areas point to what the respondent should focus on improving. This 
information can help the Management customise awareness and training programs so that 






Chapter 7: Conclusions, Recommendations and Future Work 
7.1. Conclusions 
The study reveals that employees are the weakest link in the security chain because they 
handle sensitive data in their day to day activities yet remain ignorant of information 
security threats and how to mitigate them. Common attacks faced by organisations are 
also identified as well as common employees’ weaknesses that are easily exploited by 
attackers. Research findings reveal the importance of information security skills 
assessment prior to planning any security awareness and training. Once skills are 
identified gaps can be analysed and this information can feed to security awareness and 
training programs planning, so that these programs are customised to address the 
identified gaps.  
 
The research shows that some tools do actually exist that have tried to address this 
problem. However, these tools require technical skills such as those of penetration testers 
and, they are specialised addressing a single aspect of information security such as social 
engineering or phishing. Using the development tools discussed in chapter 4, Mambo 
Analytics prototype was developed. During system development agile methodology was 
used. This allowed for more frequent release with subsequent user feedback which led to 
development of a usable and reliable prototype. Usability testing and system validation 
was performed and respondents generally found the tool valuable and satisfying.  
 
The aim of the developed tool is to help organisations easily assess their employees’ 
information security skills so that gaps can be analysed and training programs customised 
to fill those gaps. In a word, the tool provides the following advantages: 1) Reports serve 
to give a global picture on what kind of employee the organisation has. 2) Training can 
be prioritised. 3) Makes it possible for security awareness and training programs can be 
customised to address employees’ areas of weakness making these programs more 
personal, more relevant and effective and worth the resources allocated to them. 4) The 
reports support employee professional development and overall organisational 




The web based information security self-assessment prototype was of great importance 
to employees both technical and non-technical. The researcher noted however, that there 
was still a lot more that can be done. The following recommendations are thus given:  
 
Public awareness is necessary to increase adoption of this tool. The tool can be advanced 
by collaborating with private and public organisations in order to create more security 
assessments so as to cater for all types of organisations and so that those assessments 
address all industries. It is worth noting that the developed prototype allows a system 
administrator to create new assessments and to edit old ones depending on the needs of 
the organisation. Finally, integration with some already existing tools such as Gophish 
would strengthen it because reports produced by both tools can complement each other. 
100% of respondents who tested the system thought it was absolutely important to 
integrate it with relevant information security material so that employees know where to 
get the information they need to enhance their information security skills.  
7.3. Future Work 
The main focus of this study was to develop a web-based self-assessment tool to help 
organisations identify employees’ information security knowledge and awareness levels 
so that gaps can be analysed and training/awareness programs customised to address 
those gaps. Future work will concern prioritising skills that staff should get so that an 
organisation can estimate how much budget they are likely to require for training, using 
data mining algorithms to analyse an individual’s assessment results and intelligently 
determine areas of training for the individual, integrating the system with existing 
penetration testing tools such as Gophish so that the power of both tools can be harnessed 
for better decision making and planning. Developing other versions of the system such as 
android and IOS is key. It will be of great importance to integrate the application with 
relevant information security material to help employees know where to acquire such 
information in order to enhance their skills. Additionally, other categories of assessment 
should be created for example to assess top management’s understand of information 
security from the point of view of organisational goals and objectives as well as overall 
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